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Public keys of ring members {U1; Uz, Us, Us}
Userl: Uq; User3: Us;  Userd: Ug; User5 : Us.
PUK1:A1; PUK3:A3; PUK4:A4; Pu K5:A5;

Alice is User2: Uy;
PuKa=a-->PuK,=A,; PrK,=z.

All ring members including Alice U2:{U1, Uz; Us, Ug, Us}= &
Thore owe witd 2 H—fuvetions ; HC )5 Hge () — av g2 pobit H,

HEC(ML”MZH dz””e”“s):HEC (vQ) =H
2 L s ll A il sy s ) = b
2) HECC‘Q)—_—’%*&’ = H

Verification key V

Uy i V= zxHp (dd]|Ua 1 Usll Un |Uds)=z*#H, (R) =z *H

Ring of Users:
R = { U11 UZ, U31 U41 U5}
PuKi=A1 (PFK2:Z, Pu K2:A2:Z*G) PuKs=A3 PuKs=A4 PuKs=As

Uy; computations
D L rondi (L7) 5 Lo=b002,., p-1}

b, srh s e =—tandi(dp) )

2) M - message o be %gwéd/ Hhen M
0% hashed gg e{fﬁ,ﬁéﬁ(ﬂi/w HC ) 3 HEC ( D!
H(m) = m
Hee (Q> =Hg,

3) o= H (R, V,m,cxb,o*H,,)
4‘) cy = HIRsVym> %G+ C34As, V}*V+CS*V>
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4) 2y = HIRyVsm> (kG + Caphs, ixV+ Cr V)

C
J) (s = H (2,\/7;/}/))?2,94& + Cy#Auy FyaV/ o+ cyeV)

C
£ Cy :H(Q,v,mjr}*é + Cs*As y (5¥VF 5*\/)

7’) C;:HCQ1V>VY1;H%&+Q~AM 14V C,*V)

{1 computes : , =cl= Z.¢, mod P
5%‘7(/\4) :‘(64,(“1'(“2}(‘3)@)«*55\/): é"
Let u, v are integers < p and P, Q are the points in EC.

Property 1: (u + v)*P = u*P | v*P replacementto -->  (u+ V)P =uP + VP
Property 2: (u)*(P B Q) = uxP H u*Q replacementto-->  u(P + Q) =uP +uQ

Lett, z, c are integers.
Important identity used e.g. in Ring Signature:
(t-zec)*G A c*A = t*G | (- zec)*G H c*A = t+xG B (cx(-2)*G + A)) = t+G Hex(-A B A) = t+G mod p.

\f(w;ﬁ/&&a/‘fé”n; (/é«" CV; 6;1/)7)6,47‘) /:}
qor L= 4£2,3,4,5 wmlnw‘é, replaciyg sef -1 : Hee () = H.
Gl =N 4G+ Cx Ayt Q)= iRt Caw V)
C; :H(R; V)YD)?A/; @/),
@;:r‘z%& t e, x A, «%g

&= H(R, Vs, ‘iz/; '22”)

1

roeH.+ Cp %V

(4

/1

%5{:”"5*&*5”*455 95:@“’{52" CoxV
C«L/ = HCR9V9VD9 (Z;—; @;/-)

Signature is valid if: ¢i"=c1

Correctness: if i # 2, then ci+1 is defined as in signature algorithm.
if i =2, then
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72’ = b+ XA, = é(— Z:C G + C¥A,

=0(2G = (6 2k G + C3A,
ol xG = Cx(ZHG) T CxA,

=QA*G — GG+ Lt = kG
=Tz ¥ HEc+ CxxV
=(El=z.¢, Wt C*V
:&*Hgg‘@oéz)% EC—I—CZ*V
= Ol H, = CH(Z * g (R) ) +C*V
=X Hem N+ GV = o,
CZI =H (Qg\I) M)qz/) ‘?z”) = H(Q)V) M)L_/Que& s OL*HEC)
TV GV

<
DN

C, = HCQ,V;M,WM

Till this place

The purpose of blockchains is to furnish trust to operations between unrelated parties, without
requiring the collaboration of a trusted third party.

Trust is attained through the use of cryptographic artifacts which cater for virtual immutability
and non-falsi

ability of data registered in a readily accessible database | the blockchain. In

other words, a blockchain is a public distributed database, containing data whose legitimacy
cannot be disputed by any party.

Cryptocurrencies store transactions in the blockchain. The latter acts as a public ledger of

all the veri

ed currency operations. Most cryptocurrencies store transactions in clear text, to

facilitate the veri

cation of transactions by the community.

Clearly, an open blockchain de

es any basic understanding of privacy, since it virtually publicizes

complete transaction histories of its users.

To address the lack of privacy, users of cryptocurrencies such as Bitcoin can obfuscate transactions
by using temporary intermediate addresses [16]. However, in spite of such measures,

with appropriate tools it is possible to analyze

ows and to a large extent link true senders with

receivers [21, 8, 19].

In contrast, the cryptocurrency Monero, attempts to tackle the issue of privacy by storing
only stealth, single-use addresses in a blockchain, and authenticating transactions with ring
signatures. In this manner, there will be no e

ective way of linking senders with receivers nor
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tracing the origins of funds [1].

Additionally, transaction amounts in the Monero blockchain are concealed behind cryptographic
constructions, so as to complicate the task of inferringr currency

ows.

The result is a cryptocurrency with a high level of privacy.

The purpose of blockchains is to furnish trust to operations between unrelated parties, without
requiring the collaboration of a trusted third party.

Trust is attained through the use of cryptographic artifacts which cater for virtual immutability
and non-falsiability of data registered in a readily accessible database in the blockchain. In
other words, a blockchain is a public distributed database, containing data whose legitimacy
cannot be disputed by any party.

Cryptocurrencies store transactions in the blockchain. The latter acts as a public ledger of

all the veri

ed currency operations. Most cryptocurrencies store transactions in clear text, to

facilitate the veri

cation of transactions by the community.

Clearly, an open blockchain de

es any basic understanding of privacy, since it virtually publicizes

complete transaction histories of its users.

To address the lack of privacy, users of cryptocurrencies such as Bitcoin can obfuscate transactions
by using temporary intermediate addresses [16]. However, in spite of such measures,

with appropriate tools it is possible to analyze

ows and to a large extent link true senders with

receivers [21, 8, 19].

In contrast, the cryptocurrency Monero, attempts to tackle the issue of privacy by storing

only stealth, single-use addresses in a blockchain, and authenticating transactions with ring
signatures. In this manner, there will be no e

ective way of linking senders with receivers nor

tracing the origins of funds [1].

Additionally, transaction amounts in the Monero blockchain are concealed behind cryptographic
constructions, so as to complicate the task of inferringr currency

OoWs.

The result is a cryptocurrency with a high level of privacy.
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Correctness

We can convinece ourselves that the algorithm works by observing the following:

If i # 7 then ), is defined as in the signature algorithm.
If i = n then

2l = 1G + el = (0 — hrer )G + ex K = oG

2 = B Hp(R) + i = (00 — kner ) Hp(R) + cxka Hp(R) = oK

So even in this case the expression r':_] =Hu (R, K. m, =’ =.") will equal o4

Linkability.
Given a fixed set of public keys PuK = {PuK;, PuK;,, PuKs, PuK,4, PuKs}, and two valid signatures for
different messages m and m’,

6 = (Cll rl/ rZ; r3; r4/ r5’ V)
G' = (c1',r' 1, r3', ral, ', V)
If V=V' then clearly both signatures come from the same signing ring and private key.

In other words, the signature scheme yields mutually linkable signatures in the case a ring and a
private key would be re-used.

Exculpability - Pateisinamumas.

At the same time, given that V = x,eH, we can readily see that linkability would only apply if private
key x, were re-used.

Hence, no other group/ring member could be accused of signing twice.

3.4 Borromean Ring Signatures [Monero]

We will see in later sections of this report that it will be necessary to prove that transaction
amounts are within expected ranges. This can be acomplished with ring signatures. However,
to this particular end it is not necessary that signatures be linkable, which allows us to select
more e cient algorithms in terms of space consumed.

In this context, and for the speci

¢ purpose of proving amount ranges, Monero uses a signature

scheme developed by G. Maxwell, which he described in [15]. We present here a simpli

ed

version of the scheme, in that we will assume that we have the same number of keys for any
value of the

rst index i.

In our case, range proofs will require exactly 2 keys for each digit, so this simpli

cation will not

have any negative impact.

Assume that we have a set of public keys fKi;jg fori 2 f1; 2; :::; ngand j 2 f1; 2; ::;;mg.
Furthermore, we assume also that for each i there is an index i such that signer knows the
private key ki; i corresponding to Ki; i.

In what follows we will use m for the hash of the message concatenated with keys fKi;jg.
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